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Introduction

This brief paper argues, how the question of security affects the EU and Nato within their processes of eastern enlargement. It shall give an understanding of how important this enlargement has become - not only for economic reasons, but also regarding the security in both Europe and Northern America. 

The paper concentrates on only few security aspects in central and eastern Europe (CEE): international terrorism, organized crime, illicit arms trafficking, and proliferation of weapons of mass destruction (WMD). 

A. The Convergence of Crime and Terrorism

The dividing lines between different kinds of crime and terrorism are diminishing. Globalization has led to a convergence of crime and terrorism, as different networks have started co-operation. Also, it happens that this convergence includes other "businesses", e.g. drug trafficking in the case of the Afghani Taliban.

Both - crime and terrorism - have increased their cross boarder operations. They even operate on a boarder line between internal and external security of target countries. Terrorists and criminals count on internal conflicts of competence between different state institutions dealing with internal or external security in target countries. They also may look forward to the lack of co-operation between security institutions in different neighboring countries. 

This is one reason why both terrorists and criminals have used west-bound Czech Republic, Slovakia and Hungary as hiding places, or calm harbors. Neither the legislation, nor the institutions of these countries are prepared for their trespasses. In the Czech Republic, e.g. supporting or financing terrorist organizations is not a criminal act. Moreover, even if secret services in these countries had observed suspicious criminals or terrorists, they would never report them to the West. 

Given theses trends, eastern enlargement of EU and Nato will help the CEE countries to cope with security problems. Both Nato and European institutions will be able to transfer their security know-how and to install their officers in CEE institutions that are still suffering from corruption, today. New technology and trans-boarder co-operation shall become common everyday business. Europe and America will profit from this transfer: Eastern enlargement closes a safety gap. Never forget: The suspected ring leader of the terrorists attacking the WTC in New York, Mohamed Atta, chose Prague to fly to the United States of America.  

B. CEE as a Silent Harbor for Organized Crime, Terrorists and Agents

Central and eastern Europe have served as a "calm harbor" for Arab terrorists and agents, for decades. While still being seen as a terrorist organization, the Palestinian PLO had some of their military units trained in Czechoslovakia, before 1989. There were also reportedly close links between other terrorists (Arabs, but also Germans), and the communist secret services, not only in Czechoslovakia, but in the German Democratic Republic, too. These links have survived the Cold War and were reportedly transformed into business ties. 

After 1990, Czech authorities were observing special agents from Libya, Algeria and Iraq founding company networks as a coverage for agents. These companies served as a logistic channel to smuggle other agents, e.g. to Germany. The most dramatic example was that of Libyan agents involved in the Lockerbie case. They, too, were employees of a Libyan company in Prague. 

Prague has since then become a harbor for other terrorist organizations. Today, fighting terrorism as a security problem is a „significant part“ of Czech counter intelligence operations. The responsible counter-intelligence agency BIS has re-oriented towards "disclosing international terrorism". 

BIS intelligence primarily focuses on Islamic radicalism directly or indirectly led by the Saudi businessman Osama ben Laden. The BIS warned in its recent report published after September 11, 2001: „His influence can be traced down to the Mudjaheddin groups, such as the Hamas or Hizbollah. Some of their activities take place in Europe: their members, either on their own or in groups, move around Europe and Islamic fighters intervened in the Balkan conflicts. Especially dangerous is the migration of Afghan, Chechen and Balkan soldiers who, having obtained new identities, may radicalize Islamic communities in various European countries.“   It is no secret that any westbound movement of these terrorist leads them to central Europe. 

The Czechs have put activities from Syrian, Libyan, Iraqi, and Iranian citizens under scrutiny: „Iranian, Iraqi and Libyan intelligence fully support their governments in meeting their needs as regards access to embargoed technologies, in particular military ones, including support technologies“, says BIS in its recent report. At present, the BIS report goes on, the Arab intelligence services are playing an increasing role in procuring the necessary materials and technologies for their mother countries, including military technologies which are uneasily obtainable or unobtainable in a legal way. And there is a lot of „attractive“ tradable goods, like arms, ammunition and explosives (Semtex etc.).   

Not only Arabian terrorist are attracted: In July 2000, BIS monitored the activities of several Aum Shinrikyo members in Prague. The sect, known for its 1995 Sarin attack in the Tokyo underground, held a meeting in Prague with its Russian branch, followed by a Prague-Japan videoconference. A possibility of the Czech Republic's territory being used in the future by either branch of the sect for occasional meetings cannot be ruled out, according to BIS.

If the Czech Republic is infiltrated so deeply by terrorist, agents and their supporters, non-Nato CEE countries might be as well. We just would not know until Nato accepts their entry.

C. Legal Frameworks and Security Institutions Lack Sufficiency

The fact that CEE countries co-operated or at least underestimated terrorism for years has led to legal setbacks. A Czech financial investigator recently complained that there are no legal bases to investigate financial flows. Investigating terrorism links often means asking the police whether the suspicious person has ever had a criminal file. If not, this person is declared “clean”.

The enlargement of Western security networks could enhance improvements of the legal framework in CEE and may pop up institutions. The twinning projects of the European Union seem to show success in the regard. But they are timely limited and of narrow range. Therefore, eastern enlargement should focus on bringing legal advisors and intelligence support into the candidate countries at a much earlier stage than now. 

The BIS statement confirms the need for urgent action: “In the Czech Republic, the situation in combating international terrorism is very confused. All the agencies or units concerned contribute their respective shares, but each proceeds according to its own norms and regulations which are not interconnected. Any kind of coordination between individual security (i.e. intelligence) and executive (repressive) components is absent. Hence the low effectiveness and waste of financial and material resources, and even worse - the immense risk that a particular phenomenon or finding will not be dealt with in a comprehensive, that means an effective way.”

Recently, BIS has initiated the creation of a central anti-terrorist register - the Counter Terrorism Center (CTC) that is supposed to co-operate with other democratic states. At the moment the project is in the phase of discussion and development of the basic concept. The purpose is to bring together such data from different departments, which would make it possible to preclude the risk of a terrorist attack on our territory. The Counter Terrorism Center represents a mechanism for coordinating the activities of the security and intelligence apparatus in combating terrorism. It is composed of legal entities with clearly defined roles, rights and duties. 

D. Why The Sufficiency Lack in Security is More Than a Regional Matter 

Talking about security in CEE is talking about arms and even weapons of mass destruction (WMD). All kind of arms are manufactured in CEE – and often they are later found involved in terrorists attacks or Third World warfare. 

The industry in CEE – led by Russian and Czech arms traders – has found ways to circumvent arms controls. They sell weapons to local companies that later export them to countries like Algeria or Angola – always with an end user certificate. But experts admit that it is impossible to control whether or not these arms are re-exported to conflict sites or rogue states. Another way of circumventing regulation is to declare arms to spare parts. 

For the Czech Republic BIS stated: “The most sensitive issues include the dealing in weapons and military material in breach of this country's international obligations, transactions in which organized-crime groups or foreign intelligence services take part or exports of the material to risk areas.” BIS has identified “potentially risky companies, i.e. arms factories and other weapon or ammunition manufacturers, such as engineering plants where unauthorized or unsupervised handling with military material may occur.” The agency also monitors “companies that use sensitive or classified technologies for military production, such as radar, airplane or related equipment”.

Concerning WMD, BIS states that “for some time now, a shift towards biological and chemical weapons has been looming large”. Nuclear weapon programs are very demanding on available expertise and technology. The development in biotechnology and chemistry, on the other hand, has allowed for a relatively simple and cheap production of biological and chemical weapons.

Despite inefficiencies, BIS gives a good example of how counter-intelligence may improve after Nato access. The same would be of highest necessity in Slovakia, Romania, and Bulgaria. Particularly Slovakia and Romania are handling these issues with highest secrecy that seems to protect arms deals from public control instead of contributing to international security.

